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Message Text 

CONFIDENTIAL 

PAGE 01 STATE 027163 
ORIGIN SS-25 

INFO OCT-01 ISO-OO SSO-OO /026 R 

DRAFTED BY E A/VLC : TMC ARNE Y/FMLC 

APPROVED BY EA:ROAKLEY 

EA/VLC:FZBROWN 

SY:GHARVEY 

S/S -OiTGMARTIN 

EA/J:NPLATT 

E A/TIMB S : HMEINHEIT 

124458 012328Z/41 

O 012230Z FEB 78 
FM SECSTATE WASHDC 
TO AMEMBASSY BANGKOK IMMEDIATE 
AMEMBASSY BELGRADE IMMEDIATE 
AMEMBASSY BONN IMMEDIATE 
AMEMBASSY BRUSSELS IMMEDIATE 
AMEMBASSY CANBERRA IMMEDIATE 
AMEMBASSY CAIRO IMMEDIATE 
AMEMBASSY THE HAGUE IMMEDIATE 
AMEMBASSY HELSINKI IMMEDIATE 
AMCONSUL HONG KONG IMMEDIATE 
AMEMBASSY JAKARTA IMMEDIATE 
AMEMBASSY KUALA LUMPUR IMMEDIATE 
AMEMBASSY LONDON IMMEDIATE 
AMEMBASSY MANILA IMMEDIATE 
AMEMBASSY MOSCOW IMMEDIATE 
AMEMBASSY NEW DELHI IMMEDIATE 
AMEMBASSY OSLO IMMEDIATE 
AMEMBASSY PARIS IMMEDIATE 
USLO PEKING IMMEDIATE 
AMEMBASSY ROME IMMEDIATE 
AMEMBASSY SINGAPORE IMMEDIATE 
AMEMBASSY TOKYO IMMEDIATE 
USMISSION USUN NEW YORK IMMEDIATE 
AMEMBASSY VIENTIANE IMMEDIATE 
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AMEMBASSY RANGOON IMMEDIATE 
AMEMBASSY WELLINGTON IMMEDIATE 

CONFIDENTIAL STATE 027163 

EXDIS 
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E.O. 11652: GDS 
TAGS:PDIP, ASEC 

SUBJECT:INDICTMENT FOR ESPIONAGE AND COMPROMISE OF DOCU- 
MENTS: EFFECT ON THIRD COUNTRIES 

REF: 1) STATE 25932; 2) TOKYO 1702 (NOTAL); 3) BANGKOK 
3214 (NOTAL) 

1 . REFTEL 1 CARRIES ESSENTIALLY THE FULL TEXT OF THE INDICT- 
MENT. IT IS NOW A PUBLIC DOCUMENT AND POSTS MAY PASS IT TO 
HOST GOVERNMENTS. 

2. POSTS WILL NOTE THAT THE INDICTMENT GIVES THE NUMBER, 
DATE AND BRIEF DESCRIPTION OF 25 COMPROMISED CABLES AND 
AIRGRAMS. THE TEXT OF THE MESSAGES ARE NOT RPT NOT PUBLIC 
AND THE IUSTICE DEPARTMENT WILL WORK TO KEEP THEM OUT OF 
THE PUBLIC RECORD. WE CANNOT GUARANTEE, HOWEVER, THAT THE 
COURT WILL AGREE TO KEEP THE COMPROMISED MATERIAL CONFI- 
DENTIAL. WE WILL NOTIFY POSTS IF THE DOCUMENTS THEMSELVES 
WILL BECOME PUBLIC. 

VANCE 


CONFIDENTIAL 


NNN 
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Message Attributes 


Automatic Decaptioning: Z 
Capture Date: 01 jan 1994 
Channel Indicators: n/a 
Current Classification: UNCLASSIFIED 

Concepts: ESPIONAGE, GOVERNMENT REACTIONS, COURT PROCEEDINGS 

Control Number: n/a 
Copy: SINGLE 
Draft Date: 01 feb 1978 
Decaption Date: 20 Mar 2014 
Decaption Note: 25 YEAR REVIEW 
Disposition Action: RELEASED 
Disposition Approved on Date: 

Disposition Case Number: n/a 
Disposition Comment: 25 YEAR REVIEW 
Disposition Date: 20 Mar 2014 
Disposition Event: 

Disposition History: n/a 
Disposition Reason: 

Disposition Remarks: 

Document Number: 1978STATE027163 

Document Source: CORE 

Document Unique ID: 00 

Drafter: TMCARNEY/FMLC 

Enclosure: n/a 

Executive Order: GS 

Errors: N/A 

Expiration: 

Film Number: D780049-0041 
Format: TEL 
From: STATE 
Handling Restrictions: 

Image Path: 

ISecure: 1 

Legacy Key: Iink1978/newtext/t1 978021 04/aaaadkhj.tel 

Line Count: 85 
Litigation Code IDs: 

Litigation Codes: 

Litigation History: 

Locator: TEXT ON-LINE, ON MICROFILM 
Message ID: a4846dcd-c288-dd1 1-92da-001cc4696bcc 
Office: ORIGIN SS 

Original Classification: CONFIDENTIAL 
Original Handling Restrictions: EXDIS 
Original Previous Classification: n/a 
Original Previous Handling Restrictions: n/a 
Page Count: 2 

Previous Channel Indicators: n/a 
Previous Classification: CONFIDENTIAL 
Previous Handling Restrictions: EXDIS 
Reference: 78 STATE 25932, 78 TOKYO 1702 
Retention: 0 

Review Action: RELEASED, APPROVED 
Review Content Flags: 

Review Date: 05 may 2005 
Review Event: 

Review Exemptions: n/a 
Review Media Identifier: 

Review Release Date: n/a 
Review Release Event: n/a 
Review Transfer Date: 

Review Withdrawn Fields: n/a 
SAS ID: 3438628 
Secure: OPEN 
Status: NATIVE 
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